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Netgear Live Parental Controls User Confiquration

This document has been created as a reference to assist you with the
configuration of the Netgear Live Parental Controls. Powered by OpenDNS, Live
Parental Controls allow you to protect your family from unsuitable content.

There is no substitute for supervised access to the Internet but this is not always
possible. Netgear Live Parental Controls give you the peace of mind that there are
easy to use solutions to help protect your loved ones.

All at no extra cost.

Detailed support information can be found at:
http://netgear.opendns.com/support

Be aware that Parental Controls affect all devices including consoles and
iPods.

Parental Controls User Configuration

Now that Parental Controls are installed on your router you will have a program
on your computer called Management Utility — this is the program used to
configure your Parental Controls, on a Windows based computer this is located
under Programs in the Start Menu in a folder called NETGEAR Live Parental
Controls.

When you open this program you are prompted to enter the Admin Password for
your router, by default this is password
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In the Parental Controls Management Utility you can disable/enable
your filtering, change the filtering level and you are also shown the
OpenDNS Account that you are logged in to.

Clicking Disable Live Parental Controls will stop all filtering on your
network so you will not be protected.

By clicking Change Basic Settings you are taken to the main filtering
selection screen you saw at the end of the installation process earlier
Clicking Change Custom Settings allows you to further configure your
protection, which we will look at now.
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Live Parental Controls Want to bypass your default settings?
2 Add a bypass account

Default settings \

12 midnight 6 AM 12 noon 6 PM C

N High N [oderate . | o EE Custom

2 AR e (GCRmY Modify default filtering level

& Add atime block Choose a filtering level for all times that are nof defined in a custom time block.

B A
Filtering Level =
High Protects against all adult-related sites, illegal activity, social
networking sites, video sharing sites, and general time-wasters.

27 out of 56 categories in this group - View - Customize

@ Moderate Protects against all adult-related sites and illegal activity.
14 cut of 56 categories in this group - View - Customize
e T~ Alii)

Protects against pornography and phishing A

3 out of 36 categories in this group - ¥iew - Customize

Protects against phishing attacks.

1 out of 36 categories in this group - View - Customize

None Nothing blocked.

Custom Only categories you select are blocked.

| Save Filtering Level ‘

The Default Settings screen allows you to configure various options with
your Parental Controls.

A: Filtering Level (Main portion of page)
o In this section you can select the standard Filtering Level you
require, view what this level actually filters and allows you to
customise your filtering.

B: Adding a Time Block (Left side of page)

0 By adding a Time Block you can automatically change the level of
filtering at specified times each day. For example, when the
children are at school or after they have gone to bed you can
reduce the level of filtering.

C: Adding a Bypass Account (Upper right of page)
0 A Bypass Account is an application you install that removes the
filtering on the computer the bypass is installed on.

D: Account Settings (Top-right of page)

o In the Account Settings screen you can change the time zone your
router defaults to so you know your Time Blocks will work correctly,
ensure networked storage drives or printers are not affected by the
Parental Control and you can also specify websites to be Blacklisted
(always blocked) or Whitelisted (always allowed).
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A: Filtering Level

Modify default filtering level
Choose a filtering level for all times that are ot defined in a custom time block.

Filtering Level

High Protects against all adult-related sites, illegal activity, social
networking sites, video sharing sites, and general time-wasters.

27 out of 56 categories in this group - View - Customize

@ Moderate Protects against all adult-related sites and illegal activity.
14 out of 56 categories in this group - View - Customize A""-n..._‘“
. : o : Al
Protects against pornography and ph|sh||1g.\‘ Ali) (i
5 out of 56 categories in this group - View - Customize

Protects against phishing attacks.

1 out of 56 categories in this group - ¥iew - Customize
None MNothing blocked.

Custom Only categories you select are blocked.

Save Filtering Level

You can select the default Filtering Level by clicking next to the default name.
These are pre-set levels of protection that will be suitable for most users.

If you want to see what each Filtering Level blocks click View and if you want to

manually change this setting click Customize

@ Moderate Protects against all adult-related sites and illegal activity.

14 out of 56 categories in this group - View - Customize

&  Low Adware [x]
Sites that distribute applications which display
advertisements without user's knowledge or choice. Does
NOT include sites which serve advertising.

[ ] »

Alcohol
Sites about alcohol use, commercial and otherwisea.
None Dating
Sites for meeting other people.
Custom Diriigs
Sites about illegal or recreational drug uss. o

l Save Filtering Level l

A: (i) — By clicking the View link next to each default setting you are shown a list
of the types of sites that are blocked by the Parental Controls for that setting and
a short description of what the definition means.
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A: (ii) — By clicking the Customize link your Filtering Level automatically
changes to Custom and you are able to manually select categories to filter or
allow as you choose.

When you have selected your preferred level of protection options. click

Save Filtering Level.
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B: Adding a Time Block

Live Farantal Controls Want o bypass your default settings?

B 4dd s opess scooun]
Defaull settings 2

12 midnight &AM 17 nasn (12T
L] L___NTEFFT A .y o
2 Allimeas (gl

Add & time block
= POl s tme Dech Customnize setiinga bor diflesent times of the day by addng a bme Dlock below

1. Dofing @ time ronge

2. Choner & flrering level

¥ ou can always changs or dekio thasa BHenng niles by sclacimng the time Block om Bhe manu
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Time Renge
12 = O0AM - 12 = 0&M -
FEwring Lewel
High Protecis aganst &l achll-relsied =ite= llegal actmty, socssl
metwkE Sie sharing sites. and gerssal thne-wasters
27 out of 56 cares BE o PEE DL Vi - SR Is
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When creating a Time Block there are two things you need to decide:
o0 When the Time Block is to activate/deactivate
o What level of filtering is to be enabled with the Time Block

There are two ways you can think about your Time Blocks in relation to your
standard level of security.

Option 1:

You can have a high level of protection with your Default Filtering level at all
times and use Time Blocks to lower the levels of protection to the hours you know
the children won’t be using the Internet. Such as when they’re at school or they
have gone to bed.

Option 2:

You can have a low level of protection for the majority of the day, such as when
the children are in school or in bed, and use Time Blocks to enable greater
protection when the children are allowed to use the Internet.

For this tutorial we will use Option 1 and use Time Blocks to lower the level of

protection. This assumes you have already set your Filtering Level (we have used
Moderate)
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Time Range
0~ 00AM ~ o 2 ~ 00PM
00 AM
Filtering Level 15 AM
: 230 Al ; : 2 .
High Protects) pdult-related sites, illegal activity, social
networkiig o sharing sites, and general time-wasters.
27 out 0F::15 PM les in this group - View - Customize
30FM ; : o
Moderate Protects 45 PM pdult-related sites and illegal activity.
14 out DF.SEEWEE in this group - View - Customize
@ Low Protects against pornography and phishing.

5 out of 56 categories in this group - Wiew - Customize

From the Default Settings screen click Add A Time Block.

In the Time Range section select a start time and an end time for the Time
Block to be active. Once your ‘hour’ drop down menu is selected you can
use the ‘minute’ drop down menu to select, in 15 minute intervals,
whether this hour is AM or PM.

Then select the Filtering Level you wish to be activated during this Time
Block and then click Add Time Block

(12 ETR) siEmings -
17 midnighg A sl 12 noon i I
LN QTR ] sy LRSI

Time bicck created

You will now see the timeline at the top of the page show your activated
Time Block. You can create more Time Blocks in the same way.

Please note: When creating Time Blocks be aware these are activated
every day of the week, regardless of whether it is a school day or not.
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C: Adding a Bypass Account

NETGEAR

Pamental Controls = Bypa“ acoounts

How to bypass your default settngs
Furki of Ol NEDwink mary #Ash 10 Drowse the ntem et withadt ok By your dafoull Seltings. Is simple [o 541 up

o Dewningd the ussr wility o Al B ypass Aseawnt 0 Sat fotening beved for the
Eat 10 B Chac wrted Biypass aceeunt

If you have a personal computer that the children do not use you may wish to
add a Bypass Account to this computer so a different level of Parental Control is
applied at all times.

Bypass accounts can only be installed on Windows computers.

To install this click the Add a bypass account link in the top right on the
page.

There are three stages we must go through:
1. Download the user utility
2. Add a Bypass Account
3. Set the Filtering Level for the Bypass Account and log in

I Orpaninng METGEARY sarUtility-1.002 8- installass o

Vou have chosen to open
= | METGEARUserUnility- LObIS-inmallese
whiche s W

frowm: bt per) opareding. Cochvafly. et
Woad you like b s this filed

| Sava File | Cancel

Click the Download the user utility link. You will be prompted to save
the Netgear User Utility file, click Save

Once the file has been downloaded we now need to Add a bypass account
for the Utility to use. Click Add a bypass account.

Farental Sontrols > Bypass aoccounts = Add Dypass account

YouTa Eraaling & naw Baaane sccount. Maxt, sa cigiem fiRenmng |eals e the sccount o e Live Paranial Contrals ssinngs pansd by

sl a=hinify Eha pamesme & the g

Username
MamTelacom

Password

Verity Password

Sdd mccount | or cancs

Enter a username and password for the bypass account, verify the
password and click Add Account
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Modity filering level for Manx Telecom

Your new user account is now added. We now need to set the level of
protection for this bypass account, click Manage bypass account

Parental Controls = Bypass accounts

Install the wser utility

= ok | b sianed in b e ME A 2 mldy i order bo byvpess dalait setlgs
Each wisr musl D sgned in b e NETT ¢ Llsgn Lldy o oodar bo bypess your dutaut setlangs

Your bypase accounis

Mearion Tl eons o 2] o
Bb £d another bunass aoegunt
Click the Edit Filtering icon
Disfaislt asttings  MansTelscam = &
13 i night oA 1% noon L1
- agh - rodyrais — - o

. fenas Modify fitering ievel far Mans Telgesm

- A iy By Chooss a filtaning kel for all times that e sof defined inoa guglom b

Filering Lewal
High

e e e

Custnm Wnly caba

Save Fillanng Lewal

Most people require bypass accounts so their computer is not subject to
the protection of the Parental Controls. Because of this the default
Filtering Level is Minimal which only blocks access to known phishing
attacks. This is the recommended setting.

Once you have selected your preferred Filtering Levels click Save
Filtering Level

Next, we need to install the Bypass application. Browse to the location of
the downloaded Utility and double click the install file.
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You may see a security warning asking you if you want to run this file.
Click Run

If you are running a Windows computer you may have another security
warning asking if you want to allow Netgear Parental Controls User Utility
to make changes to the computer. Click Yes.

Lg» NETOELE L Paremtal Controls User Lifility =) e

Wilcome to the NETGEAR Live:
Parenlal Conlrols Selup Wizard
Thes micerd vl guidke vou Shroughs the insballation of
HETGEAR, Livw Pardntsl Cowriralg,

I i necomsnenced Brat wou dose o ot apokce ions
et oy S, Thits waill roske i+ poosiee o update
vefeveni sysien flasvdthout hasing b reboat your
SATEUNY,

Chck Brzfad o syt the nsinBation

ot | | arem

To start the installation process click Install
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Compileting the NETGEAR Live
Parental Controls Setup Wizard

METGEEAR. Live Farental Contros hd been ngialed on your
ey

Chok Firigh o o s wizard. o

o | Lavrch WETGEAR Live Parerial Coniros Lser Uity |

The program will now install and you will see a window advising that the
program has been installed. With the Launch NETGEAR Live Parental
Controls User Utility box ticked, click Finish

Status: detecting the router

Leam more about Live Parental Controls

[

The Utility will now scan for your router.

L] NETGEAR Live Pararnal Cantrols iser Utility L0635 el

Enter your rouler's adrmnestraton aser name and passwond:

Lisar nowse SNTEN

Once found, you are asked to enter your router’s username and password
and click OK. By default the password is password.

== =T
{11 NETGEAR: Live Parantal Ciontrots Lises Litility L 0b. bl o SRRESSS]

Login as: |

P aaawnd
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You can now enter the password for your bypass account and click Login

H'-. ==

You've logged in cuccasfully 55 MansTelecom

L |

You are now Iogged in with your bypass account. You need to log in to the
Netgear User Utility, which is located under the Start Button and

Programs, each time you start your computer.
You should ensure that there is suitable supervised guidance when
children are using a computer with a bypass account as your filtering will

not apply.
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Account Settings

In the Account Settings section you are able to set the International Time Zone,
Typo Exceptions and you can also Blacklist and Whitelist websites you always
want blocked or available.

Time Zones

Parental Controls > Account Settings

Time Zone | Typo Exceptions  BlacklistWhitelist

Username
Email @ebizlite biz

Time Zone Europe, London (change)

Back to Parental Controls

To check your time zone is set correctly click Account Settings and then
the Time Zone tab. If your time zone is not correct, click Change

Parental Controls > Account Settings > Time Zone Setup

Your time zone is currently set to Europe, London.

Find your time zone
City Douglas

State/Region

Country  United Kingdom ¥

[ Show Time Zones | or cancel

To find the correct time zone enter your town/city and country and click
Show Time Zones.

Parental Contrals > Account Settings = Time Zone Setup

Sedect your time zane

T Fomie Lol Times Ciby Haguom Coimtry
Ewopa. London 1136 AN Douglas Scotland United Kingdom
# Ewmops London 1136 aM Doudlas kzla of bdan Uneted Kinodom

Save Tirna 2one | o Carege

Cron't see your tsme zone Bsled? Fine more

You will now be shown the matching time zones for your query. Select the
correct option and click Save Time Zone
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Typo Exceptions

If you have networked printers or storage devices you need to add these to the
exceptions list for the Parental Controls so they are always accessible regardless
of the level of protection you have enabled.

Different versions of Windows will differ in the names involved but you should be

able to find your networked devices in the Start Button and under Computer or
My Computer, then Network or Networking. Consult your Windows help files

if needed.

Farental Controls > Account Eettlngs

Typo Excaptions  BlackisnWni ks

Add a Typo Exceptian

al nefwntk names such 2= mrters, shared drectoriss. home serans and HAS devices should add an axception fo

Add this excepion

Waur Typo Exceplions
perd el

READYHAS.DOUCKT

Dadae

Once you have found your networking devices add the name to the Typo
Exceptions field and click Add this exceptions
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Blacklist/Whitelist

Blacklisting and Whitelisting websites is an ideal way of managing your Parental
Controls if you find a site is or isn’t available through your Filtering Level.

Farental Controls > Acocount Eéﬁ'lﬂgi

Tamea Zone  Typo Eaceptions | Bilackl issWhisalist

Doz ks il e
BacHEtWhivelis
tad} regandless of any flening

H thare are dosna

sure are steays Blocked {blackisied) or shwmys oflowed (winieks

TUIES YOI VE BE], YOU CAMN 2
Ahuye bleck = | A this deanan
Wour FEacklist (damains that are always blocked)

B ol ColTh

Yowr Whiisliet (domasns that are never blocked)

Simply add the domain (the website address) and select whether you want
to block or allow this and click add this domain.

Further help and advice for the Parental Controls can be found at
http://netgear.opendns.com/support/
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